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COMMENT

IoT innovation is unlocking new experiences, capabilities, functions and features that 
are improving how we live, how we impact the environment and how we work. 
However, prizes are not guaranteed and innovation is often a road to ruin, writes 
George Malim

It was one of my greatest professional 
pleasures of the year to be involved in 
the 2021 IoT Global Awards which 
recognise innovation from across our 
industry (see winners on page S31). 
This year, the categories covered the 
range of vertical sector deployments 
alongside the horizontal and 
technological innovations that make 
IoT possible. It was brilliant to see how 
multiple innovations are layering on 
top of each other to enable truly new 
offerings. 

 
However, technology is not the only force at play in IoT 
innovation. To have success, you have to assemble a complex 
range of capabilities, enabling technologies and resources. 
This is difficult enough on its own but you have to do this 
while estimating where the market will be and where enabling 
technologies will be by the time your product is ready. 
 
One executive recently told me that innovation is about 
learning to skate to where the puck is heading. That goes 
alongside one of my favourite pieces of management advice: 
“Being early is the same as being wrong.” 
 

If you innovate based on 5G connectivity and invest heavily in 
developing the device that will rely on low latency 
connectivity to deliver a high-value experience and 5G isn’t 
ready when your app and hardware is, you have no means to 
deliver a return on the resources invested. Similarly, if your 
app and device aren’t ready in time for 5G, rivals or 
alternatives might take the market before you even enter it. 
 
On top of this, you need to innovate on the basis that other 
innovation will have happened by the time you get to market. 
That antennas are more powerful, batteries last longer, 
networks have lower latency are all expectations that enable 
the next wave of IoT. Making the critical calls years in advance 
is at the heart of successful innovation and even if you get this 
right, something unthought of can come out of leftfield and 
blow your idea out of the water. 
 
I’m not able to judge effectively where the puck is heading 
and this is why I report on innovation, rather than create it. It’s 
also why I never had a sports career. 
 
Enjoy the magazine! 
 
George Malim 

Innovators learn 
to skate to where 
the puck is going

George Malim 
managing editor
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Eurotech, a trusted supplier in 
integrated hardware and 
software to enable Industrial 
Internet of Things (IIoT) 
solutions, is honoured to 
announce it has been included 
in the 2021 Gartner Magic 
Quadrant for Industrial IoT 
Platforms report. 
 
Gartner delivers actionable, 
objective insight to executives 
and their teams. The report has 
evaluated 18 companies based 
on their Ability to Execute and 
Completeness of Vision. The 
report states, “Industrial IoT 
platform-based solutions 
continue to evolve and support 
IT/OT integration. Applications 
and software engineering 
leaders in industrial enterprises 
must help their businesses 
select IIoT platforms by 
balancing their short-term and 
long-term capabilities and 
potential”. 

“We are extremely proud of our 
Everyware IoT offering, 
providing the easy edge 
management and built-in 
cybersecurity that the market 
demands,” said Paul Chawla, 
the chief executive officer of 
Eurotech. “We believe that this 
is why Eurotech has made it to 
the Magic Quadrant report for 
the third time in a row.”  
 
Robert Andres, the chief sales 
officer of Eurotech, added: “We 
appreciate our inclusion in this 
Gartner Magic Quadrant for IIoT 
platforms report, which we 
believe validates our ability to 
support customers with a solid 
IIoT architecture and offering, 
providing safe and easy-to-use 
tools to collect, aggregate, 
manage and integrate asset 
data at scale.”  

Eurotech has announced that its 
edge gateway ReliaGATE 10-14 
integrated with the software 
platform ESF is one of the first 
products in the world to have 
achieved both the IEC 62443-4-2 
and IEC 62443-4-1 cybersecurity 
certifications. 
 
Compliance with both the product-
related and process-related 
standards, certified by TÜV Nord, 
confirms Eurotech’s commitment 
towards a cybersecurity by design 
approach. 
 
“The strength of our premium 
solution goes beyond intrinsic 
security of standalone hardware and 
standalone software, but lies in the 
integration of the two, providing our 
customers with a safe and reliable 
way to connect their valuable assets 
and products,” commented Paul 
Chawla, the chief executive officer of 
Eurotech. “We do not only accelerate 
and simplify IoT connectivity and 
edge AI enablement in mission-
critical applications, but we do it in a 
cybersecure manner in compliance 
with the highest standards that the 
market requests.” 

 
Marco Carrer, the chief technology 
officer of Eurotech, added: 
“Compliance with the recognised 
industry cybersecurity standard IEC 
62443-4 is a critical milestone for 
our edge product portfolio. With our 
integrated solutions in place, our 

partners, system integrators and 
customers can rely on an open, yet 
secure foundation to develop and 
deploy their applications. We provide 
trusted and certified hardware with 
integrated software necessary to 
accelerate the deployment of secure 
Industry 4.0 applications.” 

Paul Chawla, Eurotech

Marco Carrer, Eurotech

Eurotech recognised in the 2021 Gartner 
Magic Quadrant for Industrial IoT platforms

Eurotech is proud to enter the elite of IEC 62443 certified companies
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TALKING HEADS

George Malim: How are sustainable 
consumption and greater appetite 
among consumers to subscribe rather 
than to buy, changing the landscape 
of IoT? 
 
Vincent Korstanje: To me, the appetite 
for consumption is further enticed by 
products that are provided as a service. 
I think this is much more interesting 
than the classic product sales of today. 
If you take a hair straightener with 
internet connectivity, as an example, 
there is so much more to be done than 
simply selling the user a product. 
 
The least amount of additional activity 
enabled by connectivity would be to 
put the customer on a payment plan, 
perhaps enabling them to afford a 
device with more features than they 
would previously have been able to. I 
think it gets much more interesting 
when the device is used to deduce 
users’ hair thickness, type and health 
for example. The connection can then 
be used to process that data and advise 
on tailored and personalised products, 
recommendations and advice, adding 
value for the user and potentially 
leading to additional revenue 
opportunities. 
 
Another example is a washing machine 
maker that ships machines with Wi-Fi 
connectivity. The challenge with that is 
today it’s unclear what is in it for the 
consumer and many don’t connect their 
machines. In the future cellular 
connectivity will remove this objection 
because that will happen automatically. 
The information gathered can then be 
used to advise that customers could 
run their laundry at a lower temperature 

or with less soap for better results or 
reduce their energy usage. 
 
In these contexts, you must think of the 
products differently. The value now 
goes beyond the provision of the 
straighteners or the washing machines 
and starts to encompass optimised 
usage and adjacent consumables and 
services. In IoT now we’re at this stage 
where innovation is expected. It’s like 
when the first mobile phones were 
invented, the industry didn’t foresee 
Uber but it did expect services to 
emerge. This is where IoT is, it’s the 
enabler of a new breed of services and 
business models. 
 
GM: How do you see monetisation of 
capabilities that are enabled by IoT 
maturing? 
 
VK: Monetisation is the result of making 
data useful. Is Uber monetising data? 
Yes, but you don’t feel it happening and 
IoT is going to be similar. By having IoT 
technology in place, people can offer 
things they could never offer before. 
 
For example, smart trackers for high-
end products can communicate and 
report if a product is shaken or wet or 
too hot or too cold. This means that 
instead of paying for a package to be 
transported, the customer can pay for 
the assured delivery of a product in the 
right state and the right quality. That’s a 
different more in-depth value proposition 
and there are so many ways to deliver 
experiences and products for customers 
based on data that is communicated. 
 
GM: What do you see as the most 
urgent priorities for innovation? 

VK: Cost and form factor. Cost sounds 
obvious, but with a use case such as a 
smart tracker, being able to bring the 
cost down to 50 cents or five cents or 
even one cent really opens the doors. 
Imagine how many use cases would be 
possible with a smart tracker that costs 
only a few cents. 
 
The second priority is form factor. Hair 
straighteners don’t have space for 
additional electronics, so sensors and 
modules must take up very small 
amounts of space for it to be viable to 
integrate them into devices. If you think 
back, the iPod was a small hard disk 
that Apple was able to make work in 
that form factor so it could transform 
the way people stored and listened to 
their music. Reducing the size of 
technology is an important innovation 
imperative because in parallel with 
reduced costs it has enormous potential 
to make things possible that were 
previously impossible. 
 
GM: What should innovators look for 
in order to win quickly when product 
or service introduction is often a race 
with winners and losers? 
 
VK: I think they need to keep up to date 
with the latest components. Innovation 
is not a linear process and new use 
cases are continuously emerging. As 
technologists, we can create building 
blocks of different sizes that are smaller 
and cheaper and enable customers to 
deploy devices to address different 
situations. 
 
There has been a step change in 
components in terms of form factors 
and cost. Technology has shifted so you 

IoT innovation demands 
bigger building blocks of 
pre-integrated capabilities
As IoT matures, innovation is being applied to bring together previously disparate activities 
into functional building blocks so developers can quickly and simply bring in integrated 
functions and install them in their devices. Vincent Korstanje, the chief executive of Kigen, 
tells George Malim, the managing editor of IoT Now, how he foresees a need for bigger 
building blocks to simplify device design still further and help innovators develop solutions 
for a future in which today’s constraints have been addressed

SPONSORED INTERVIEW

▲
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can do more than you could before. If 
you can put a smart tracker in an 
adhesive label and have it so it is cheap 
enough and small enough, you 
suddenly get into a situation where it’s 
economically viable to track the 
majority of packages and a lot of 
additional information becomes 
available. 
 
Innovation is about what to do with that 
and identifying what problems can be 
solved and what gains can be made 
from the functionalities that are enabled 
by new technologies. This opens a 
whole new space in which innovators 
can come up with ideas that address 
problems head-on before customers 
feel burdened by them. 
 
GM: Effective innovation typically 
involves different disciplines, 
technologies and industries. How 
important is it to create a coherent 
ecosystem that can foster the 
collaboration that innovation demands 
– and then monetise that? 
 
VK: Innovation indeed needs many 
ingredient parts, and skills that come 
together. But the maxims of rapid trial 
and testing to solve problems can be 
ineffective for those looking for scale, 
speed and true differentiation in the 
market. Equally, large companies with 
extensive resources can offer many pre-
integrated components, but this can be 
a counter to innovation as without 
expertise and skills people may struggle 
to integrate. 
 
I think as an industry we can really help 
to accelerate the move from research 
and development to proofs of concept. 

Capabilities such as how to programme 
open source code and others are 
enabling the development process to 
become seamless and that is where the 
hard part of innovation lies. 
 
We can see this in action with the vast 
range of maker or single board 
computers that are in the market to 
offer choice to starting the 
development of an IoT offering but it 
requires quite a high level of capability 
from programmers. I would like to see 
bigger building blocks of commonly 
needed functionality coming to market. 
For instance, the proposition of secure 
radio with worldwide connectivity is 
already here. We need to make 
technology translate to all industries 
rather than relying on special skills. I call 
this democratising security and global 
connectivity for all. 
 
Once you know how much data your 
machines need, you can decide on an 
almost plug and play approach to your 
4G or 5G connectivity and get moving. 
We’re working with a manufacturer of 
cleaning machines that are used in large 
buildings like airports or supermarkets. 
The maker says they’re the only fully 
autonomous car company in the world 
– their machines may only travel at 
3mph but have highly sophisticated 
navigation capabilities and stop 
immediately if they detect any object in 
their path! So how do we make it simple 
for innovative companies to serve more 
markets: connectivity and autonomy 
such as this can perform other tasks 
with a change of sensors. For example, 
monitoring shelves to see if restocking 
is required or to detect spillages or 
messy shelves. This is achieved using a 

module, a private network and the 
company’s own embedded or 
integrated SIM (eSIM or iSIM) so turning 
that into a building block makes 
deployment so much easier. 
 
The building block approach means 
most of the complexities can be 
removed and taking away the difficult 
engineering challenges and allowing 
bigger blocks of functionality to be 
clicked together easily means 
innovation opens up to more people. 
 
GM: How does Kigen foster the 
ecosystem and what do you see as 
Kigen’s role?  
 
VK: Our go-to-market approach is to 
provide an operating system and 
management server. However, to deliver 
a full connectivity secure element, you 
need a chip maker, a SIM maker and a 
module maker. You can go to different 
partners, but we tend to go to the 
module makers.  
 
As we are horizontal, we also work with 
many of each type of vendor. 
Customers can then make decisions 
based on price or form factor and high 
performance or lower power. This opens 
up options so that customers can 
choose what best meets the needs of 
their business. 
 
We are working with Murata, for 
example, to make sure bringing those 
functions together works. A typical 
scenario is that a module is made in 
Taiwan and then put in a washing 
machine or a car in Germany and then 
sold in the US. You, therefore, need the 
system to work in at least three 

▲

Once you know how 
much data your 
machines need, you 
can decide on an 
almost plug and play 
approach to your 4G 
or 5G connectivity 
and get movingVincent Korstanje 

Kigen
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countries so the challenge has been to 
make that smooth. 
 
The Kindle 4G showed how it was done 
ten years ago but achieving global 
connectivity is far harder than many 
think. It’s also important not to take a 
narrow view of the ecosystem and 
recognise that innovation comes also 
from lots of small companies so if they 
are to fit into the ecosystem, the 
ecosystem must make it easy for them 
to interact with it. 
 
GM: Is it important to have formalised 
relationships or can collaborations 
work on a more casual basis? 
 
VK: If you’re delivering a product, you’ll 
need a licence for the enabling 
technology so it is quite formalised. 
With innovations, such formalised 
collaboration is an integral part of 
securing your own IP. During my time at 
Arm, I learned the importance of learning 
from your customers’ customers. The 
reason you do that is to understand 
what capabilities are needed in the 
building blocks. We therefore talk to a 
lot of original equipment manufacturers 
(OEMs) to understand where they want 
to go and what eSIM and connectivity 
means to them. 
 
We want to work downstream in the 
value chain so people understand what 
they can do with our products. This is 
not altruistic, it’s about understanding 
what we need to do to serve many 
channels effectively among original 
equipment manufacturers (OEMs), 
service providers and contract 
manufacturing companies. 

We sell software to create eSIM or iSIM 
and we work with silicon partners and 
smart module makers to create an eSIM 
to integrate onto a Murata module, for 
example. With iBASIS we have a 
worldwide mobile virtual network 
operator that provide connectivity, and 
this simplifies IoT. 
 
GM: For innovators wanting to use the 
best of technology and to be future 
ready what are your tips? 
 
VK: It comes back to the concept of 
building blocks of capability. The key 
questions are: What is the use case? 
What is the ideal solution? What is 
stopping you today? Smart washing 
machines can be connected using Wi-Fi 
but do you want to find you cannot 
stream your favourite show as the 
washing machine is sending its data? 
So, not all connectivity is the same – 
customers need to see how they will 
benefit. 
 
Another significant barrier is the cost. 
The cost of adding a cellular model in a 
washing machine may add up to $50 to 
the Bill of Materials, which is a major 
consideration. In other solutions, you’d 
also have to consider how best to 
preserve battery power, which may be 
the key cost driver. 
 
I’d urge innovators to think in-depth 
about what they’re trying to achieve 
but also to look carefully as to how the 
innovations of others are going to 
change the landscape. If, for example, 
you’re developing a new device you’re 
probably looking to achieve commercial 
scale in two years’ time. If you accept 

that battery technology improves by 
about 11% a year that means that by the 
time your product is ready there should 
be 22% better batteries. Therefore, 
don’t work with today’s plays and 
constraints, jump to the point at which 
your product will be introduced. 
 
The most innovative people I know, 
work on the basis that the current 
problems we have will have been solved 
in five years’ time. They take a more 
visionary approach and focus their 
efforts on solving futuristic problems. 
 
We ourselves are innovating by building 
security into chips. The radio and the 
secure element are on the same silicon 
chip and it cannot be tampered with in 
any way. You can use the secure element 
within a standardised best practice 
framework, which the industry has 
termed IoT SAFE, to use the SIM as a 
vault for securing cloud communications. 
The IoT SIM Applet For Secure End-2-
End Communication (IoT SAFE) 
provides a common mechanism to 
secure IoT data communications based 
on all types of SIM offering a repeatable 
and scalable approach for OEMs. You 
take the constraints away by integrating 
in much deeper ways and simplifying the 
process for customers. That’s why we’ve 
been working with Murata and iBASIS to 
bring the power of connectivity and 
security to the module in a larger, 
functional building block which is ready 
to connect. This is the metaphoric LEGO 
brick with integrated chip-to-cloud 
security and connectivity: simply add 
your innovation to it and have a future 
ready approach to achieving scale up of 
your IoT benefits. 

www.kigen.com

We ourselves are 
innovating by 
building security into 
chips. The radio and 
the secure element 
are on the same 
silicon chip and it 
cannot be tampered 
with in any way
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IoT SAFE MANIFESTO

OPEN IoT SAFE MANIFESTO
Principles of open, zero-trust architecture serving enterprises and IoT service providers at 
the forefront of driving innovations for the connected future are behind the new Open IoT 
SAFE Manifesto, explains Vincent Korstanje, the chief executive of Kigen

At Kigen, we are proud to help technology 
pioneers who are driving breakthroughs for 
their customers and realising their promises. 
Our teams and our partnerships are guided by 
a common maxim: "What if knowing your 
device is trustworthy and secure is as simple as 
switching it on?" What possibilities would 
trusted services bring to bear for industries 
and ultimately the billions of users who rely 
upon them?  
 
2021 has brought a watershed moment for IoT. 
The thousands of businesses across six 
continents that our partners enable using our 
products, together with global IoT data and 
services, represent tremendous opportunities 
for our future. Yet, global IoT is by no means a 
trivial exercise for businesses undertaking 
digital transformation to better serve their 
markets. For even the most resourceful of 
businesses, the manufacturing, securing, 
integration and operations of IoT goods and 
services presents challenges at every stage. 
 
Launching a connected device that can be 
manufactured in one place, and deployed to 
simply work out of the box anywhere in the 
world, means that every original equipment 
manufacturer (OEM) must develop capabilities 
that would traditionally rival a mobile virtual 
network operator (MVNO). As these lines blur, 
we need more ways to support device makers 
and solution providers accelerate to scale 
seamlessly.  
 
Secure communications on the internet are 
built around transport layer security (TLS) 

which provides end-to-end encryption and is 
usually denoted by a padlock in a browser. 
Often the credentials needed to establish this 
TLS layer are stored in insecure locations in IoT 
devices. Kigen’s response to simplifying global 
deployment starts with evolving the humble 
subscriber identification module (SIM), which 
has offered a secure, tamper-resistant store for 
network access credentials and become the 
de-facto standard for two factor 
authentication. Embedded SIM (eSIM), and its 
on system-on-chip integrated form-factor 
called integrated SIM (iSIM), are the ideal 
identity stores that form a secure foundation 
for all connected devices. The eSIM is a 
significant improvement upon the SIM, as it 
forms a certificate-based security chain that 
begins at the production of the device, and is 
remotely manageable allowing provisioning or 
updating of both credentials and server 
certificate(s).  

SPONSORED ARTICLE

▲
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IoT SAFE MANIFESTO

The essential concepts: 
 
Zero touch provisioning: Zero-touch provisioning is permitting fast 
configuration of new devices, and their enrolment to cloud services.  
 
Transport layer security or TLS: Familiar with the padlock preceding 
the ‘https://…’ denoting that your browser activity is secure? That is 
due to a digital file used as a certificate to establish identity and trust 
between two parties on the internet. Its counterpart, datagram 
transport layer security or DTLS, is used for latency sensitive 
applications as its UDP based while TLS is TCP based. This means 
that DTLS is better suited to devices communicating across 
constrained low power wide area networks (LPWANs).  
 
GSMA IoT SAFE: In order to bring well established authentication 
and verification models from mobile networks and (e)SIMs to ease 
network access for the diversity of IoT devices, the GSMA IoT SAFE 
sets the standard for robust, effective and scalable IoT security for 
OEMs and IoT service providers. IoT SAFE can be used to secure 
both TLS and DTLS communications.  
 
Open IoT SAFE: Additional principles to GSMA IoT SAFE for open, 
zero-trust architecture that serve enterprises and IoT service 
providers to improve ease of integration to enterprise cloud 
instances whilst simplifying provisioning and enhancing end-to-end 
security. 

The complexity and fragmentation in 
present-day IoT are huge barriers to 
adoption. Device makers are operating in an 
ecosystem where there are many operating 
systems, chipsets, connectivity modules, 
clouds, plus many connectivity choices. There 
are infinite combinations of these elements 
which cause most devices to be custom-built 
for a given use-case, and this, in turn, is 
slowing down mass adoption.  
 
So, what does an appropriate security 
solution look like, and how do we make our 
approach consistent and universal? How do 
we avoid the complexity of many-to-many 
integrations between ecosystem players to 
create a secure ecosystem? 
 
To cut through all of this, Kigen is working on 
a holistic approach to instil trust from chip to 
cloud. Kigen’s goal in helping design such an 
approach has always been to extend the 
scalability of the solution by building upon 
the collaborative efforts already set in motion 
through the GSMA IoT SAFE programme. 
Taking some of the internet’s most robust 
and hardened protocols, our approach 
around Open IoT SAFE centres on the 
enterprise who needs smooth interoperability 
and a connectivity-agnostic approach with 
multi-vendor compatibility and growth for 
the future without compromise.  
 
Our hope is that with these principles and 
our connectivity-agnostic approach, we can 
ease your path to scale smart goods and 
digital services for a secure, connected 
future. 
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Enterprises haven’t had ready access to a secure enclave in 
connected devices, where they can store their credentials 
used to protect their data from device-to-cloud. Enterprise 
data protection has been treated as less important than 
protecting the radio layer from eavesdropping, and from 
subscription fraud. This was because of the lack of an open 
standard that uses readily available hardware, combined with 
the cost constraints that exist in the IoT space.  
 
To summarise, enterprises want: 
• Simple integration to existing systems or preferred vendors 
• Consistent and universal availability 
• Consistent secure communications with devices across  

non-cellular and cellular IoT networks 
• Tamper-resistant storage to protect their credentials 
• Security that can cope with constrained low power wide  

area networks (LPWAN) such as narrowband-IoT (NB-IoT), 
 LTE CAT-M and 5G NR Light once available. 

• Off-the-shelf devices that don’t require complex key  
injection processes along the manufacturing or logistics  
chains 

• Simple deployment, open protocols and solutions that are  
based upon open industry standards 

• GSMA and security compliances 
 
How can we remove the rigmarole of pre-loading credentials 
for a given cloud into a custom-built device at the point of 
manufacture and make the process of provisioning credentials 
into the IoT device as innovative as the solutions IoT delivers? 
Do we really need an IT department in the manufacturing, 
supply or logistics chains?   
 
A device is not just being onboarded to a given cloud, but to a 
given enterprise account on that given cloud. This is so that 
the enterprise has the option to own and manage their own 
authentication and end-to-end encryption credentials.  
 
So far, we have seen initiatives to combine network 

authentication and application security albeit, in a proprietary 
approach or requiring complex many-to-many integrations, 
creating many private systems. This has increased 
fragmentation and is therefore preventing scale. To further 
improve the ease of deployment of solutions building upon 
IoT SAFE, Kigen has conceived the Open IoT SAFE initiative 
by combining GSMA IoT SAFE with IETF Enrolment over 
Secure Transport (RFC 7030). By doing so, we’re combining 
two important technical principles: 
 
Firstly, exclusive use of the standard, (D)TLS-secured, IP 
channel to exchange with the cloud’s on-boarding service 
over a secure interface thanks to credentials securely injected 
during device manufacturing.  
  
This avoids interconnecting many clouds to numerous SIM or 
secure element trusted service or Over-the-air management 
platforms. This eliminates the resulting complexity and effort 
of integration by each party wishing to use the service. 
 
And the second principle is the use of on-board key 
generation, meaning that we can generate operational, 
enterprise credentials, directly inside the device which remain 
in the secure, tamper-resistant element. Enterprises can then 
use these brand-new credentials, to secure future exchanges 
with their own account in their cloud of choice, utilising best 
in class security practices.  
 
In combination, these result in: 
 
• ANY device should be able to exchange  
• ANY data across  
• ANY network  

And securely exchange that data with a given enterprise  
account on…. 

• ANY cloud 
 
This is a future which we can all look forward to. 

IoT SAFE MANIFESTO

An open architecture for securing 
digital transformation at scale
In a 2020 GSMA intelligence survey of 2,873 global companies covering various 
geographies, industry verticals, roles, and company sizes, we discovered that 98% of IoT 
decision makers see data protection from device-to-cloud as important. Indeed, the 
confidentiality, integrity and reliability of data being collected is of paramount 
importance, writes Paul Bradley, the director of Sales and Business Development at Kigen

“It is vital for the trustworthiness of the Internet of Things (IoT) that we take a secure-by-
design approach by properly protecting and processing the credentials used to secure data 
exchange between the IoT device and the cloud. Otherwise, enterprises will not be able to rely 
on the quality, accuracy or integrity of the data being collected, rendering it useless or even 
worse, dangerous.” 
Ian Pannell, Chief Engineer, GSMA 



The benefits of open, zero-trust architecture serving enterprises and IoT service providers

Simple, unified zero-touch provisioning

Treating enterprise security credentials with the same 
level of security as mobile network credentials, by using 
tamper-resistant hardware 

Removing barriers to access hardware-based security to 
better protect credentials

Using open systems, based upon standards and without 
complex integration 

What to do next? 
Much like zero-touch provisioning, your next step should be frictionless. Here are some 
considerations to factor into your next steps:  
 
1. Review your supply chain. We recommend you inject a root of trust into your devices as  

early as possible, even if it means an initial change to the supply chain. Work alongside  
security IP providers and their manufacturers to determine a best approach. Kigen’s  
flexible approach ensures the manufacturing process accommodates changes at the  
cellular or device maker stage in the supply chain.  

 
2. Rethink interoperability. The principles within Open IoT SAFE are not limited to cellular- 

connected devices but can also be implemented on any devices supporting a secure  
element and connected to the internet via Wi-Fi, Bluetooth, or any IP connection.  
Additionally, IoT system architects, device designers, and application developers do not  
need to select vendor-specific security solutions, or to implement ad-hoc mechanisms to  
secure device authentication and connection to an IoT cloud application. IoT SAFE  
ensures the security measures will be executed as a background, invisible task thanks to  
low level integration with major TLS stacks, rendering them IoT SAFE compatible.  

 
3. Hardware choices for better data security. IoT devices typically have multiple TLS  

stacks. IoT application developers should follow best practices for storing credentials  
within tamper-resistant secure elements or eSIM/integrated SIM. Most modern mobile  
phones have eSIMs and secure elements, and spurred by Google’s announcement of the  
Android Ready SE Alliance, the approach is gaining adoption across new use cases in  
smartwatches, smart home and automotive. 

 
4. Utilise ecosystems. The Open IoT SAFE ecosystem is growing fast. We’re already  

working with a broad range of module providers, integrators and middleware providers  
committed to interoperability and implementing support for the standard as part of  
Kigen’s ecosystem. Speak to our teams of experts to find connectivity partners who are  
seamlessly enrolling and onboarding devices, helping businesses aiming for massive IoT.  

 
We hope the approaches and thinking we put forward here can accelerate your success. 
Interested in scaling your end-to-end secure IoT? Learn more or get in touch with one of our 
experts at: https://kigen.com/open-iot-safe  

The Open IoT SAFE Manifesto
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INTERVIEW

George Malim: What do you see as the main 
issues the market is facing with IoT 
connectivity? 
 
Ajay Joseph: If you look at the value chain, you 
have devices, connectivity and connectivity 
management platforms plus applications 
enablement platforms and cloud providers. It’s a 
very complicated ecosystem and lots of players 
are involved serving both high-end and low-end 
use cases. 
 
Within low power wide area networks (LPWAN) 
there are LTE-M and narrowband-IoT (NB-IoT) to 
consider but there are very few players that can 
give you access to multiple networks in LPWAN. 
Some carrier groups have that ability because of 
the group strength and make a pact with another 
group to increase their footprint but that’s really 
not scalable. 
 
With LTE-M we can reach 34 of the 50 networks 
that are launched today and we view LTE-M as 
the most scalable technology. NB-IoT is 
constrained because it has limitations with SMS, 
difficulty with performing software upgrades, and 
in addition, has lack of roaming agreements.  
 
Because of Covid and the lack of travel, network 
operators have seen their networks light up with 
devices which violate permanent roaming 
restrictions. More carriers will block this as time 
goes on. There are additional issues such as 
violating local tax agreements due to permanent 
roaming to consider. Local carriers are becoming 
very reticent in allowing a lot of permanent 
roaming. Also, due to regulation, there are several 
countries that do not allow permanent roaming 
at all.  
 
GM: Is IoT connectivity different to other 
connectivity and how does the network 
technology need to be adapted to fit the needs 
of IoT? 
 
AJ: Consumer connectivity and IoT connectivity 
have two different traffic profiles and 

requirements. Many mobile network operators 
run separate networks for IoT and consumer 
traffic as a result. I would project that this 
approach will probably continue even as 5G 
adoption increases. 
 
The characteristics of IoT traffic are very different 
from other connectivity types in many areas 
including the average revenue per user, lack of voice 
traffic, and the varying amounts of data usage.  
 
While most consumer phones come with a plastic 
SIM as well as an eSIM, that eSIM is not suitable 
for machine-to-machine applications. Consumer 
eSIM uses a pull model whereas IoT uses a push 
model for data and while both types need 
profiles, from an operator’s perspective, they are 
often controlled by different parts of the 
organisation and are procured separately. 
 
GM: What is the status of eSIM, how is it being 
promoted and who is using it? 
 
AJ: eSIMs that enable multiple profiles so a 
device can get access to multiple operators on a 
single stock-keeping unit (SKU) will be the way 
forward. eSIM is already consumer-ready and 
fairly well adopted and in IoT. It has become very 
common in automobile use cases and we are also 
seeing an increasing demand across different 
verticals.  
 
Customers see the benefits of a single SKU, 
network independence, the ability to switch 
between different profiles and the global. We 
believe at some point you are going to see the 
majority of SIMs shipped being eSIMs rather than 
standard SIM cards. 
 
The evolution of eSIM to integrated SIM (iSIM) 
and the universal integrated circuit card (UICC) 
moving to an integrated UICC (iUICC) is a 
mouthful to pronounce but an interesting 
development. One of the benefits of iSIM is that it 
is integrated into the modem itself and presents 
the credentials of, in our case, iBasis as the 
mobile operator. 

eSIM and iSIM can create a new 
simplicity where connectivity 
and hardware act together
New approaches to embedded and integrated SIMs (eSIM and iSIM) are complex to manage 
and involve an extensive ecosystem but the industry is pulling together to create a seamless 
customer experience where connectivity meets hardware, Ajay Joseph, the CTO and head of 
IoT of iBASIS, tells George Malim, the managing editor of IoT Now

▲

SPONSORED INTERVIEW
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Ajay Joseph 
iBasis
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INTERVIEW

GM: How challenging is it to take iSIM from 
concept to reality and how is iBasis collaborating 
with other companies to make this happen? 
 
It is a complex ecosystem that involves multiple 
players including the customer that needs the 
iSIM, the company that makes the module, such as 
Murata, the SIM operating system from a company 
such as Kigen, the connectivity that iBASIS 
provides, and the modem from a vendor such as 
Sequans or Sony Altair. Within this complexity, 
the curation of this ecosystem ultimately helps the 
customer avoid supply chain issues. 
 
We have been working on creating a Murata iSIM 
for iBASIS and we have made several prototypes 
and are getting close to launch. The trigger to 
move to iSIM is for customers that are sensitive to 
the one-time cost of the SIM and the overall bill of 
materials (BOM) cost of their device. The iSIM 
obviates the need for the individual SIM card 
supply chain and the entire manufacturing time 
can be reduced. These benefits come on top of 
single SKU benefit. 
 
GM: What is iBasis’s role here and how are you 
enabling eSIM and iSIM adoption? 
 
AJ: What we’re really enabling is the connectivity 
where the module meets the hardware. The 
customer experience should be seamless and the 
connectivity and the hardware are acting together.  
 
We have agreements with multiple network 
providers to give eSIM customers full access to 
multiple markets in a way that addresses the 
permanent roaming issues I spoke about earlier.  
 

We see iSIM has having big potential and 
customers working with us on pre-launch 

activity. This is way past the prototyping 
stage, we’re in the production phase 

and are really excited to be bringing 
the benefits of iSIM to the market 

soon. 

www.ibasis.com

What we’re really enabling is the connectivity 
where the module meets the hardware
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Healthcare 
RescueStat, a provider of automated 
external defibrillator (AED) 
management products and services, 
wanted to use its patented technology 
to monitor the readiness status of 
AEDs around the world. The iBASIS 
eSIM enables RescueStat’s Remote 
Monitoring System (RMS) to access 
more than 700 networks worldwide, 
transmitting critical data from the AED 
to the end user. If the AED ever fails its 
self-test, the iBASIS eSIM alerts the 
user and RescueStat so that an 
experienced support team can 
troubleshoot the problem and get the 
AED back to working condition, ready 
to save a life. 
 
“The iBASIS eSIM is the perfect 
solution to further enhance the 
effectiveness of critical public access 
defibrillation programmes by enabling 
remote monitoring of AEDs,” says Carl 
Dixon, the chief executive of 
RescueStat. “This solution ensures that 
devices will be fully available in critical 
circumstances and we are very proud 
to partner with a company that shares 
our commitment to delivering life-
changing innovation and performance.” 
 
Results have included a dramatic 
increase in effectiveness of public 
access defibrillation (PAD) 
programmes combining RescueStat 
automated external defibrillators 
(AEDs), remote monitoring system 
(RMS), and iBASIS eSIM. More than 
50,000 RescueStat AED units will be 
globally remotely monitored via the 
iBASIS eSIM. This has been one of the 
fastest implementations of the iBASIS 
IoT solution to date, completed in just 
five days. 

Sport technology 
McLloyd, a provider of high 
performance sport technology, 
sought iBASIS eSIM technology to 
achieve real-time monitoring of its 
HPv2 trackers, which are designed 
for real-time global broadcasting of 
horse races. The McLloyd trackers 
are used in horse saddle blankets to 
enable measurement of their 
individual performance and 
monitoring of their evolution and 
position during races. 
 
“Thanks to sport tracking, fans now 
have immediate access to data and 
have a unique experience,” says 
Pierre Arnaud Coquelin, the chief 
executive and founder of McLloyd. 
“In addition to immersive video 
technology and slow motion, 
encrypting the data in real-time 
enhances the immersion of the fan in 
the event. McLloyd is uniquely 
positioned for real-time 3D, virtual 
reality and augmented reality 
production with extremely high data 
accuracy to less than half an inch 
that is essential in the horse race 
environment.” 
 
This deployment has demonstrated 
the high quality and reliability of the 
iBASIS eSIM technology for IoT 
applications to support the 
burgeoning global sport tracking 
market — forecasted to increase 
from US$2.1m in 2018 to US$7.3m in 
2023. During the last worldwide 
race, the prestigious Qatar Prix de 
l’Arc de Triomphe on 6 October 2021, 
horses were all connected and 
tracked with McLloyd using the 
iBASIS eSIM technology. 

Hotel security 
React Mobile is a provider of panic 
button solutions for hotels and utilises 
an open and flexible platform enabling 
management to deploy response 
resources to the exact location of an 
emergency within seconds of an alert. 
The company required a mature, 
proven global IoT connectivity solution 
with global reach and extensive 
operator relationships to ensure the 
automatic selection of optimal 
connectivity to support panic devices 
throughout all areas of large facilities 
including hotels, convention centres, 
hospitals and schools. 
 
“We needed a truly global partner with 
a mature service offering and dynamic 
capabilities to select carriers for the 
best reach everywhere our devices are 
deployed, said Riley Eller, the chief 
technology officer of React Mobile. 
“iBASIS offers unification through one 
provider with access to superior 
networks and seamless entry to all 
global markets. The knowledge that 
Nordic Semiconductor selected iBASIS 
as the single global connectivity 
provider to be included in all their 
cellular modem development kits, and 
that iBASIS is actively testing LTE-M 
connectivity around the world, gave us 
complete confidence to select iBASIS 
as our global connectivity supplier.” 
 
With more than 50,000 panic buttons 
deployed, the solution is powering 
global reach to enhance employee 
safety around the world. React Mobile 
is now able to offer a standalone LTE 
version of its panic button that no 
longer needs a smartphone to connect 
to the cellular network.

CASE STUDIES

With eSIM rolling out across the globe, more IoT organisations are 
deploying the technology to power their use cases. Here, we share the 
latest experiences of three iBASIS customers from across IoT

How eSIM is opening up new use 
cases and richer IoT experiences

SPONSORED CASE STUDIES

www.ibasis.com
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INTERVIEW

IoT Now: One of the key criteria for the success 
of an IoT project is time-to-market. How does 
Murata help IoT device original equipment 
manufacturers (OEMs) take devices to market 
rapidly? 
 
Murat Udani: Murata’s highly integrated, certified 
IoT modules resolve some of the most pressing 
pain points in the OEM’s design cycle. We 
carefully define the product feature set in 

response to these challenges, such as bringing 
SIM functionality into the module. Our team also 
works closely with ecosystem partners to verify 
Murata’s solutions upfront to streamline the OEM 
design effort and help get their product to 
market faster. 
 
IoT Now: What additional help does Murata 
provide in terms of working with carriers to make 
the integrated SIM (iSIM) product available?   

Low power consumption, 
miniaturisation and out-of-box 
connectivity drive IoT innovation

Mehul Udani is the vice president of Corporate Technology & Innovation at 
Murata, a leader in the design, manufacture and sale of ceramic-based 
passive electronic components and solutions, communication modules and 
power supply modules. Here he tells IoT Now how enabling secure, 
ubiquitous connectivity that offers customers choice and flexibility is the 
next step in enabling IoT innovation

SPONSORED INTERVIEW

▲
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INTERVIEW

MU: To enable iSIM in cellular IoT modules, 
Murata collaborated with all the related 
ecosystem partners, including a cellular 
carrier, SIM OS provider and LTE chipset 
suppliers to streamline the testing, 
production and customer support process. 
The output is not only a fully-certified 
module product with iSIM enabled, but it 
also bridges the carrier’s service promise to 
the end customer.    
 
IoT Now: What sets Murata apart from 
other module manufacturers? What areas 
of innovation do you focus on to make 
next generation IoT more efficient? 
 
MU: At the heart of every Murata solution is 
our proprietary technology, product 
development, and willingness to collaborate 
with other market leaders – both 
established and emerging. The cornerstone 
of that is our high R&D investment into 
product innovation that gives us significant 
competitive strength.  
 
We focus on low power consumption, 
miniaturisation, out-of-box connectivity, 
and delivering a powerful, user-friendly 
software development environment. 
Beyond that, the scope of our global 
infrastructure – from dedicated 
manufacturing facilities to extensive 
worldwide sales channels – gets product 
into customers’ hands sooner.  
 
IoT Now: How do you see iSIM simplifying 
the marketplace further and enabling 
more efficient design approaches to be 
adopted? 
 
MU: iSIM benefits cellular IoT in many ways. 
With the remote SIM provisioning 
technology, iSIM will provide the IoT device 
out-of-box connectivity and give device 
manufacturers the capability to serve 
global market with a single part number. 
iSIM also delivers benefits such as smaller 
size, lower cost and higher security. 
 

IoT Now: What do you see as Murata’s role 
in enabling iSIM? 
 
MU: As the module manufacturer, Murata 
can drive product and interface 
development to the end customer. Once 
the iSIM feature is enabled, cellular service 
information tailored for a specific customer. 
Murata then becomes a SIM reseller with 
the module bridging the cellular carrier 
partner’s service to the end customer.  
 
IoT Now: Typically, in IoT no single 
company has all the answers. How 
important is it for Murata to participate in 
the wider IoT ecosystem and what is your 
approach to achieving this? 
 
MU: It is critical that we are part of the IoT 
ecosystem. An inherent part of our culture 
is collaboration. We see it as a massive 
strength and means to pushing innovation. 
Given that, we are very selective in our 
teaming approach and aim to work with the 
best and brightest companies around.  
 
IoT Now: You are working with iBasis and 
Kigen as MVNO and SIM operating system 
specialists. What are the goals of this 
collaboration and what outcomes can we 
expect to see? 
 
MU: We are working with iBasis and Kigen 
to enable iSIM in Murata Type 1SC LTE Cat 
M1/NB module. The solution will be ready 
for mass production in the first half next year. 
 
IoT Now: What’s next on the horizon for 
Murata’s IoT initiatives? 
 
MU: Being a market leader extends beyond 
our technologies, products, and solutions 
into our collaborations. We place tremendous 
value on working with other companies 
that have unique offerings that help solve 
some of the most complex design challenges. 
On that, we’re working with iBASIS on an 
initiative that will resolve some of the most 
pressing connectivity issues.  www.murata.com

Mehul Udani 
Murata

We focus on low power consumption, miniaturisation, out-of-box 
connectivity, and delivering a powerful, user-friendly software 
development environment
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Inventing something new is difficult enough in 
itself without having to establish that customers 
actually want what you’re offering, that they’ll 
pay for it, that they’re ready for it, that you’re 
ready to deliver it and that you won’t run out of 
resources along the way. And that’s for a simple 
invention, in IoT it’s far more complex because 
the market landscape is moving as you develop 
and innovation in a vertical needs to happen 
in-step with the arrival of horizontal capabilities. 
 
It's therefore necessary to think of horizontal 
technologies alongside vertical innovations. 5G, 
for example, could bring connectivity and low 
latency that could make a 4G-enabled innovation 
immediately obsolete. 
 
"In any market, it's difficult for a horizontal 
provider to meet all the specific needs of a 
vertical industry,” says Paul McCreadie, a partner 
at ECI Partners. “There will be some requirements 
that all IoT providers need, such as general 
connectivity, but there will be more specialist 
requirements that are only pertinent to one 
vertical, for example a module needed for a 
connected fridge will differ from that of one 
needed to monitor a pet. While there is some 
cross-over, there will always be an element of 
specific vertical technology that will need 
specialist technological advancements." 
 
That’s why innovation needs to encompass both 
horizontal and vertical. "For horizontal players, it's 
possible to think on both axes, but only rarely for 
vertical players,” says Paul Bullock, the strategic 
business development director at Wireless Logic. 
“Horizontal players' opportunity is to develop 
their platforms with an eye to a strong baseline of 
the requirements of adjacent players in a 
particular vertical. For example, integrated device 
management functionality for the market leading 
manufacturers in medical or chain of ownership 
management for mass distribution in consumer 
IoT verticals. Horizontal players need to be the 
platforms on which verticals can innovate and 

build rather than horizontal players attempting to 
deliver solutions in isolation." 
 
In IoT, this means innovation emerges from both 
horizontal and vertical directions. “Innovation 
comes from many sources,” acknowledges Marc 
Canel, the vice president of Strategy and Security 
at Imagination. “New theories and research lead 
to practical inventions in a specific field and then 
these innovations expand to other markets. An 
example is the concept of neural networks which 
were first used in image recognition and are now 
used in marketing recommendation engines. At 
the same time, the need to solve problems has 
driven the application of technologies from one 
industry to another one. The application of radar 
technology with light detection and ranging 
(LIDAR) to the automotive marketplace is a good 
example.” 
 
Bullock agrees. "Innovation will be a combination 
driven by the small and advanced players 
collaborating with forward looking people within 
the verticals in pursuit of digital transformation. 
Our industries' challenges are in bringing these 
groups together and tackling the entrenched way 
of doing things in the verticals." 
 
It may appear that large companies are best-
placed to drive innovation but this isn’t always 
the case. “Large companies may have large R&D 
budgets, but they lack the operational flexibility 
to deliver tangible, horizontal solutions that 
currently only exist on slideware,” says Sam 
Jordan, the IoT business development manager 
of Connexin. “Of course, this is not necessarily 
true of all large organisations but a large majority 
are limited to truly innovative solutions because 
they lack the connected, operational elements 
needed to align commercial necessity that drives 
where technical innovation is required. Very few 
large organisations can demonstrate consistent 
delivery of end-to-end IoT solutions that are 
scalable, but they can demonstrate their 
innovation within a certain part of the IoT value 

Innovation comes in many shapes and forms and transcends the dimensions of 
time and money, both of which run short during the process. With the coming 
together of vertical industry capabilities and horizontal IoT functions, further 
complexity is layered on. George Malim asks whether its possible to define a 
rationale for successful innovation in IoT?

▲
IoT INNOVATION

IoT innovation is an evolution but 
the mutations are less random
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chain, for example 
in low power wide 
area (LPWA) 
connectivity.” 
 
Large companies are renowned 
for getting it wrong. "A major 
global mobile operator once 
developed and released its own search 
engine – unfortunately, that did not go 
well,” says Bullock. “Large companies' 
capital is no doubt useful, but real 
innovation will come from a small group 
within that organisation in combination 
with colleagues in adjacent small 
companies. This is evidenced by large 
companies' continual acqui-hire approach 
to innovative start-ups." 
 
Money talks 
Funding muscle is only one ingredient of 
innovation success. "It's true that larger 
companies are at an advantage when it 
comes to R&D resources, however financial 
backing isn't the only thing that needs to 
be considered when it comes to 
innovation,” says McCreadie. “Larger 
organisations typically have more 
stakeholders to keep happy. For example, 
a low margin but low capex horizontal 
market player might struggle to get board 
buy-in to develop and launch a vertically 
aligned but higher capex solution as at 
scale, it could skew the current objectives 
of the group . Conversely, small businesses 
may be more flexible and innovation 
opportunities may become visible to 
decision makers more quickly." 
 
Innovation therefore starts and ends as a 
calculated gamble. There is too much 
uncertainty for true innovation to be based 
on anything else. If something is truly new, 
there is an inherent risk. “Big bets are 
being made right now in areas such as 
smart city, automotive, smart grids and 
infrastructure,” confirms Canel. 
“Investments are driven by societies and 
governments recognising the need to 
tackle problems such as pollution, 
congestion in urban environments, the 
need to decarbonise the energy systems. 
These initiatives require country level 
investments and regulatory frameworks to 
be successful.” 
 
Away from these societal necessities, it’s a 
question of calculating your appetite for 
risk. "The uncertainty of the bet depends 
on the properties of the gambler,” says 
Bullock. “For horizontal players, some 

relatively small bets can be placed in terms 
of evolving their platforms in the direction 
of inevitable convergence, for example, 
between cellular connectivity and chip, 
module or device. For people on the app 
or data side of the chain, this will involve 
evolving their platforms to accommodate 
down chain integration more easily – 
consider standardised device onboarding." 
 
Jordan sees similar risk in adopting 
innovative new models. “To some extent, 
this is a big bet in that large organisations 
are trying to pivot away from what they 
are reasonably good at – for example, 
connectivity – and grow revenue through 
reselling. In many ways, this is the 
mitigation risk associated with innovation 
– it is effectively outsourced by larger 
organisations to start-ups who are then 
encouraged to showcase their innovation 
in partnership with larger organisations. 
This means the start-up gets commercial 
value and the larger organisation 
recognises all the revenue.” 
 
That’s a good outcome and a fair 
apportionment of value for all involved but 
to paraphrase John Lennon, innovation is 
what happens when you’re making other 
plans.  
 
"Innovation is similar to evolution, but 
mutations are less random,” explains 
Bullock. “Targeted innovation needs to 
land in an accepting environment, or it will 
be rejected by the ecosystem. It is rare for 
innovation to be targeted to the benefit of 
all, it is usually targeted to the benefit of 
the innovator. Much like the algorithms 
which were developed specifically to hold 
users' attention on social media platform 
advertising, but then dramatically 
impacted politics, the history of 
technology is littered with unintended 
consequences." 

IoT INNOVATION

Marc Canel 
Imagination

Sam Jordan 
Connexin

Paul McCreadie 
ECI Partners
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IoT Now: How are you seeing IoT in general 
recover from the pandemic? What impacts have 
you seen? 
 
Paul Chawla: We have seen that in some markets 
the pandemic has somehow been a catalyst for 
IoT and digital transformation projects in general. 
In markets where we play – those that employ 
mission-critical applications or have heavy-duty 
requirements – the time to market of IoT projects 
is slower, due to the complexity of the 
applications involved. However, we think that 
digital transformation cannot be neglected or 
delayed anymore: IoT connectivity, edge 

computing and edge artificial intelligence (AI) 
provide companies with the tools to properly 
face these times of change. 
 
IoT Now: Are you noticing a trend towards 
customers reducing the number of suppliers 
they use in order to simplify procurement? Are 
customers seeing the advantages of adopting 
integrated and open solutions that also reduce 
the risk of vendor lock-in? 
 
PC: Currently the IoT market is mostly made up 
by vendors that sell hardware and software 
separately. As the complexity of IoT project 

Edge computing and artificial intelligence (AI) are enabling richer IoT at the same 
time as the higher speed connectivity to support data communication and analysis 
arrives in the form of 5G. It’s an exciting time and all the more exceptional given the 
impact of the Covid-19 pandemic. Here Paul Chawla, the chief executive officer of 
Eurotech, tells IoT Now that IoT organisations, instead of hitting the brakes on their 
digital transformations, have pressed the accelerator

▲

INTERVIEW

IoT has used the pandemic to step on 
the accelerator not hit the brakes
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increases – like in mission-critical applications 
– so does the need to aggregate and manage 
multiple software layers on the same 
hardware and fill the gap between the 
operational technology (OT) and the 
information technology (IT).  
 
Eurotech offers an integrated hardware and 
software solution to make the digital 
transformation process faster, simpler and 
safer. We provide an edge platform that is 
cybersecure by design and enables easy and 
low-code southbound connectivity, and zero-
touch northbound connectivity to cloud 
services, as well as plug and play application 
integration to enable artificial intelligence (AI) 
at the edge. 
 
There is a growing need to simplify OT/IT 
integration and aggregate solutions at the 
edge to cut down time to market. Customers 
are slowly migrating towards vendors offering 
integrated hardware and software, even 
though in my opinion there is still a lot of 
education needed towards this.   
 
IoT Now: Cybersecurity continues to be a 
prime concern for IoT organisations and as 
deployments scale, the threat surface 
enlarges further. Integration of hardware 
and software components reduces loopholes 
and weak points for criminals to exploit but 
how important do you see initiatives such as 
PSA Level 1 certification in setting a 
standard for IoT security? 
 
PC: Integrating hardware and software has 
one main advantage, and it’s related to 
cybersecurity, the biggest barrier of IoT 
adoption. Eurotech’s solution is developed 
with a cybersecurity by design approach, 
ensuring that security best practices are 
followed all the way through the process to 
the product, throughout the entire product 
lifecycle, integrating sophisticated security 
features both at a hardware and at a 
software level.  
 
For example, our Edge Gateway ReliaGATE 
10-14 integrated with our edge software ESF 
has been recently certified according to IEC 
62443-4-2 ad IEC 62443-4-1 cybersecurity 
standards. We are very proud of this 
certification, as it is recognised globally and 
helps customers to identify solution provider 
that think about cybersecurity from day one. 

Eurotech’s integrated hardware and software 
solution simplifies and accelerates IoT and 
device connectivity, and it does it in a 
cybersecure manner.  
 
IoT Now: Is there greater awareness that 
having more intelligence in edge devices 
can be more cost efficient that having to pay 
for cloud connectivity and resources? Are 
you seeing companies engage in calculating 
the balance between more expensive 
devices versus reduced operating costs? 
 
PC: To fulfill the increasing demand of automation 
in industrial and other mission-critical applications, 
latency and response time must be reduced, 
and this is becoming the main driver for 
moving AI from the cloud to the edge. 
 
Edge AI enables a new generation of 
intelligent devices that can process data 
closer to their source, driving more cost 
opportunities as data can be selected and 
filtered before being sent to the cloud.   
 
IoT Now: How do you see arrival of high-
speed private networks (4G/5G) 
encouraging increased uptake of IoT? Are 
applications in need of 5G yet? 
 
PC: We see high-speed private networks as a 
catalyst for IoT adoption, both at the edge 
and at the cloud level. 5G enable to speed up 
and scale operations, reducing time to market 
and accelerating OT and IT integration.  
 
Edge AI, analytics and predictive maintenance 
applications can surely benefit from the 
higher speed and reduced latency brought by 
5G networks, enabling faster data processing 
at the edge and connectivity to the cloud.  
 
IoT Now: What plans do you have for the 
further development of Eurotech? 
 
PC: As mentioned earlier, we are seeing an 
increasing trends towards edge AI adoption. 
By cutting down system integration efforts, 
our edge platform reduces the time to market 
of edge AI deployments, and does it in a 
scalable way. 
 
Scalability here is crucial and brings us – and 
our partners and customers as well – into the 
future of edge AI enablement. 

INTERVIEW
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IoT Now: Keith, great to catch up. We 
know the IMC as the largest trade group 
comprised of qualified enterprise users, 
product makers or designers, and apps 
developers that deploy IoT technology – 
how has the organisation been faring in 
these difficult times? 
 
Keith Kreisher: Well, we certainly don’t like 
to sound mercenary about it – obviously, 
the pandemic has been a horrifying crisis 
for the entire planet – but like IoT 
technology itself, the benefits of the IMC 
have become clearer during Covid. As 
business travel and live trade events have 
been diminished, the IMC has emerged as a 
leading platform for IoT solutions providers 
to reach potential IoT buyers around the 
world. The proof is in the pudding – the 
number of IMC Sustainer companies has 
doubled in the last year. Participating in our 

organisation as a Sustainer company is an 
incredibly efficient way of achieving 
thought leadership, lead generation, 
promotion and research. 
 
It’s no secret that IoT solutions providers 
are recognising the value of the IMC in 
large part because of the success of our 
online events. We tend to stick to online 
conferences – our board is comprised of 
the leading lights in the IoT sector and our 
rank-and-file Adopter Members attend in 
order to benefit from their expertise.  We 
routinely draw 1,000 registrants for an 
online event, and much more importantly, 
70% of those registering identify as buyers 
of IoT technology – not sellers. These are 
best-in-class numbers. We get a high rate 
of live attendees, but also very significant 
numbers of registrants that will access the 
content on-demand. 

We interviewed Keith Kreisher, the executive director of the IoT M2M Council (IMC) to 
catch up on the organisation’s future plans and to assess the future for live exhibitions

▲

What’s the largest community 
of IoT buyers up to?
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IoT Now: Staying on the subject of events, 
we’ve heard that Mobile World Congress Los 
Angeles and IoT World – both held live recently 
in California – were somewhat muted events. 
Now the Omicron variant has made itself 
known. Do you think that live IoT events will go 
the way of the dinosaur, or are we to see light 
at the end of the tunnel? What do you expect at 
the Consumer Electronics Show 2022 coming in 
January? 
 
KK: There will never be a replacement for 
exhibiting and meeting potential customers at a 
live event. We think that, in spite of Omicron, the 
CES 2022 will be the first quasi-normal trade 
event in the IoT industry – or perhaps any 
industry. There are 1,700 exhibitors and tens of 
thousands of attendees registered now – that’s a 
huge event. We do expect turnout to be smaller 
than in years past, but the IMC’s IoT Infrastructure 
Pavilion in Las Vegas is booked to 80% of the 
capacity that we had in 2020 and we’re still 
getting serious inquiries. 
 
We’ll also be holding conference sessions with 
the show organiser CTA, press events, networking 
events, and we’re organising a sound booth on 
the show floor for IMC Sustainers to record 

content from the big show. It will be IoT Week @ 
CES in January and we’ll have IIoT Week @ 
Hannover Messe in April. 
 
Those are the world’s largest events for consumer 
products and manufacturing, respectively. At the 
same time, we’re formalising our programmes to 
interact with more targeted, vertical-market 
events, as well. We’ve done a successful event for 
first responders at London Tech Week, which is 
basically a smart cities event, and plan to do 
similar things in the healthcare and supply chain 
sectors very soon. 
 
As for online events, they’ve emerged as 
incredibly efficient and I don’t think they’re going 
away. We’ve concentrated on presenting 
conference content not least because we think it 
lends itself to the medium. The online exhibition 
platforms that we’ve seen have yet to accomplish 
as much. 
 
IoT Now: Please tell us more about the IMC’s 
rank-and-file Adopter Membership. I know 
they’re enterprise users and product makers 
that buy IoT solutions, but what do they look 
like? And how do they benefit from 
membership in your organisation? 

INTERVIEW
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KK: IMC Adopter Members are 25,000 individuals 
that embed IoT technology in products that they 
make or use in the day-to-day operation of their 
businesses. Over 95% of them identify as buyers 
of IoT solutions. They cover 27 different vertical 
markets of application – everything from 
automotive manufacturing to healthcare services 
to precision agriculture to energy utilities. 
Roughly 35% are based in North America, 25% 
from Europe, and 25% from Asia – that North 
American bias surely stems from our content, 
which is entirely in English. However, we think it’s 
an outstanding representation of the IoT 
deploying communities. 
 
We’ve learned a lot about these folks along the 
way. A plurality of them – roughly 40% – identify 
as operations, not as product design or 
development and not as IT. We assume this to 
mean that they’re business people with problems 
to solve. They join the IMC for exclusive access to 
the content that we produce, and so we try to 
speak to them in the language of their own 
businesses – we don’t talk too much about IoT in 
our vertical-market content channels. To 
oversimplify, we talk about smart grid to energy 
people, patient outcomes to healthcare people, 

and V2X communications to car people. 
 
IoT Now: Surely, with the amount of digital 
transformation that’s taken place over the last 
couple of years, people are now recognising the 
value of IoT as such. Does the IMC not talk 
about IoT to IoT people? 
 
KK: We absolutely do. Our largest push content 
channel is dedicated to IoT subjects – so, it’s a 
blended approach between IoT-centric and 
vertical markets. And you don’t have to be an 
IMC member to get access to our IoT channel – 
for years, we didn’t really know who was using 
that content, so we decided to start asking about 
two years ago. We were shocked to see that 
roughly 40% of the people using the channel 
identified as buyers and IMC Adopters.  
 
We take this to mean that the IoT is becoming a 
known concept to an ever greater number of 
those that would deploy the technology – we call 
them Adopters. I expect to see more and more 
understanding among Adopters about what the 
technology can do as we move forward. None of 
this is surprising, perhaps, but it’s nice to see it 
quantified and we take advantage of that. 

INTERVIEW
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IoT Now: Can the IMC get more granular about 
who your Adopter Members are? On the one 
hand, they seem to spread out all over the place 
– quite literally –but on the other, they seem a 
bit monolithic. 
 
KK: Sure – we survey our Adopter Membership 
every quarter about their buying patterns, and in 
doing so, we’ve established three distinct personas 
amongst IoT buyers. We know these personas are 
statistically valid because the three groups 
exhibit different behaviors on a consistent basis. 
 
The first persona would be enterprise users, 
defined as people that use IoT solutions in their 
day-to-day operations. The classic example is 
somebody using remote radio frequency 
identification (RFID) tracking to manage a supply 
chain. They are more likely to be doing smaller 
deployments – under 1,000 devices – and cite a 
lack of business models as their biggest hurdle. 
Enterprise users tend to be very bottom-line 
oriented. 
 
The second type of persona are product makers, 
or people that embed IoT technology into 
products that they in turn sell. This might be a 
manufacturer of medical devices, cars or 
consumer products. They are much more likely to 
do large deployments of over 10,000 devices and 
cite lack of interoperability as their biggest 
hurdle. This makes sense – if you make embedded 
products they should talk to each other. 

The third persona is kind of a catch-all group that 
we call apps developers. That’s kind of misnomer 
since it also includes smaller systems integrators 
(Sis), independent software vendors and more. 
We define them as IoT buyers that assemble 
solutions for fairly specific applications. Apps 
developers tend to do volumes that are in-
between the first two personas and they cite 
security and privacy as their biggest concern. 
 
IoT Now: How do IMC Sustainer companies 
benefit from this deep, granular insight into IoT 
Adopters? What are the tangible rewards for 
joining your organisation as a provider of IoT 
solutions? 
 
KK: I can give a couple of examples. We’re mining 
our Adopter data to find high-value IoT buyers 
that are consistently engaging with the IMC and 
its content. We intend to offer these Adopters a 
higher-level of IMC membership that itself has 
tangible benefits, including access to our 
template request for proposals (RFPs) for 
sourcing IoT software and connectivity, discounts 
for attendance at events, access to regular 
research that we produce, a position on our 
speakers’ bureau, and the chance to contribute to 
the IMC’s agenda. In return we will ask them to 
engage with our Sustainer companies on a 
regular basis. This may take the shape of focus 
groups that our Sustainers can use to gain 
invaluable insights and set strategic priorities. 
 

▲
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Another example would be our IoT Readiness Calculator – a 
software widget that can be installed by IMC Sustainers on 
their websites. We’re currently updating the Calculator, which 
surveys users about their readiness for IoT deployments, 
giving them a scorecard that compares their answers to 
others in the same vertical market. Participating IMC 
Sustainers get to keep opt-in contact information that’s 
generated from the user. It’s fair to say that the Calculator 
violates pretty much every rule of online surveying – it’s too 
long, too technical, and asks open-ended questions. 
Shockingly, over 60% of those that take the survey answer 
every question and that’s an extremely well-qualified lead – 
benefits don’t get more tangible than that. 
 
With both of these programmes, the IMC will be breaking new 
ground in our understanding of what IoT Adopters need. 
Which corporate function runs the IoT sourcing process? 
What are the biggest internal impediments to deploying IoT 
solutions? How do Adopters measure the success of their IoT 
deployments? How do responses differ according to industry 
persona? These questions are very important for the future of 
the IoT sector and IMC Sustainers are getting answers. 
 
IoT Now: The IMC does market segmentation of the IoT 
sector like nobody else – but you have been doing this for 
quite some time, if not with this new level of granularity. In 
summary, are there new strategic directions that you and 
the IMC board are considering for the organisation? 
 

KK: I can’t talk a lot about it – simply because it’s early days 
and decisions are yet to be made – but the IMC has never had 
a platform to engage with governments about IoT regulations 
and development projects. There are two trends that are 
driving our interest in developing our own IMC public policy 
initiatives. The first trend is that the hacking of IoT devices 
continues to increase at geometric rates. This will rightfully 
raise the interest of government entities to protect crucial 
grids and networks and we’d like to influence those policy 
makers to make smart choices. 
 
The second trend is the IoT opportunity provided by 
infrastructure spending. The obvious example is the US 
government approval of trillions of dollars in stimulus 
spending. Other governments are sure to follow suit, if not to 
the same extent. We see clearly that the distinction between 
physical and digital infrastructure will continue to blur moving 
forward and IoT technology has a huge role to play. Already 
new players are emerging that will decide how this money 
gets spent. For example, people that build roads and bridges 
for a living will need to know about digital lifecycle 
management of cellular devices. That’s where we see the IMC 
playing a role. 
 
The infrastructure opportunity for IoT is too big to ignore and 
– representing the largest cross-section of the IoT industry – 
the IMC fully intends to have a seat at the table. 

Keith Kreisher is the Executive Director of the IoT M2M Council – with 25,000 enterprise users and product makers 
as rank-and-file Adopter Members, the largest professional trade organisation serving the IoT sector. As such, he 
works with the IMC Board of Governors to execute the group’s strategic initiatives. Kreisher has over 20 years of 
experience in business information services, including senior management positions in the US and abroad with 
McGraw-Hill, Reed-Elsevier, and Advanstar. 
www.iotm2mcouncil.com
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IoT GLOBAL AWARDS

The selection process is complete for the fourth edition 
of the IoT Global Awards and this year’s competition 
had more entries than ever, showcasing the growing 
sophistication of consumer and business Internet of 
Things (IoT) applications. 
  
“It’s exciting to see that the Internet of Things is 
bringing provable, repeatable benefits to our daily lives 
in areas that have often been hard to reach,” said 
Jeremy Cowan, co-founder of IoT Now and chairman of 
the judges of the 2021 IoT Global Awards. 
  
“Farming, construction, retail, industry, transport, 
healthcare, civil engineering, and the environment are 
all now benefiting from an amazing global pool of IoT 
talent. Through automated data collection, artificial 
intelligence, enhanced connectivity, digital twins and 
more robust compute the IoT is quietly enhancing all 
our lives,” according to Cowan. “Well, we won’t be quiet 
about it. For the fouth year, the IoT Global Awards are 
again informing the world of these success stories,” he 
added. 
  
The award winners have been chosen by a judging 
panel of independent and seasoned industry and 
subject matter experts, analysts, directors, CEOs, and 
academicians. Together they have carefully scrutinised 
each entry for how it matched the criteria outlined. The 
jury was on the lookout for the most innovative IoT 
applications, or the products and services that are 
most valuable or beneficial, both to the user and the 
provider, which advances the cause of IoT.

We’re at that time of the year when the winners of the 2021 IoT Global 
Awards, hosted by award organisers WeKnow Media, are announced. The 
2021 IoT Global Awards programme scouts among dozens of entries to 
honour the most innovative companies, products and individual talent 
across 11 IoT industry categories.

And the winners of the 2021  
IoT Global Awards are …

▲
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IoT GLOBAL AWARDS

 
‘IoT Product/ Service of the Year’ category across nine sub- 
categories are: 

  
1. Automotive, transport & travel - Tata Consultancy Services 

for its TCS DigiFleet 
2. Big data, cloud & analytics - Inauro for its Perspio data 

fusion platform 
3. Connected consumer & smart home - Nomos System 
4. Connected health or wearable tech -   KORE Wireless 
5. Industry & construction - Lantronix for its FOX3 Series  

telematics gateways 
6. Research & development or new launch - IoT.nxt for its 

Virtual Raptor (V-Raptor) gateway 
7. Retail, marketing & hospitality - Tata Consultancy Services 

for its TCS Smart Store 
8. Securing IoT - Kigen for its Open IoT SAFE 
9. Smart cities, government & utilities - Moscow Department of  

Information Technologies 
    

The winners of the 2021 IoT Global Awards under the ‘IoT  
Business Excellence’ section included: 

  
Start-up, business development or ecosystem of the year 
- PSA Certified 
IoT Executive of the year 
- Regu Ayyaswamy of Tata Consultancy Services 

  
  

In addition, a ‘Highly Commended’ classification was given for  
these IoT Global Awards: 

  
Big Data, Cloud & Analytics - Aparavi 
Connected health or wearable tech - Moscow Department of  
Information Technologies 

  
  
A busy year for IoT 
The panel was in search of the winners for the ‘IoT Product/Service 
of the Year,’ spread across nine categories for the top IoT products 
and services, which had to be in the pilot/test phase or in full 
deployment between 1 September, 2020 and 30 September, 2021. 
  
The judges also identified the winners of the ‘IoT Business 
Excellence’ awards for which the two categories were the ‘IoT 
Executive of the Year’ and the ‘Start-up, business development or 
ecosystem of the Year’ that had to be active in the IoT sector in the 
same period. 
  
The 2021 IoT Global Awards for the ‘Automotive, transport & travel’ 
category was given to the TCS DigiFleet suite, recognising its IoT-
enabled suite that provides real-time actionable insights to decision-
makers. Powered by IoT and advanced artificial intelligence (AI) and 
machine learning (ML) capabilities, the suite offers contextual and 
situational insights on fleet and supply chain operations by ingesting 
real-time data from the heterogeneous ecosystem. 
  
Under the ‘Big data, cloud & analytics’ category, the 2021 IoT Global 
Awards recognised Inauro’s Perspio real-time data fusion platform 
that helps customers realise IoT use cases. The platform’s capability 
begins by ingesting data across a range of devices, connectivity, and 
third-party cloud repository options. It uses the data to assist users 
to automate their customers’ workflows and give their industrial 
operations contextual recommendations. 
  
The 2021 IoT Global Awards judges highlighted the Australian 
company’s Perspio IoT platform which ingests data across any 
connectivity and device or cloud repository. It provides users with 
single screen monitoring, automated tolling, ERP integration, and 
real-time data access to give stakeholders actionable data on their 

Lantronix for its FOX3 Series telematics gateways

Tata Consultancy Services for its TCS Smart Store

KORE Wireless

IoT.nxt for its Virtual Raptor (V-Raptor) gateway

▲
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IoT GLOBAL AWARDS

assets' location, status, and condition. The AI-driven optimisation of 
resource and power use is how the platform is evolving for future 
sustainability, safety, and performance demands, the judges said. 
  
The 2021 IoT Global Awards under the ‘Connected consumer & smart 
home’ category was presented to Nomos System for its device 
interoperability. The judging panel observed that Nomos System is 
tightly focused on the needs of the connected consumer and fits the 
category most broadly from the consumer’s perspective. Furthermore, 
the product addresses head-on working across numerous smart home 
technologies, correlating several protocols and devices.  
  
The 2021 IoT Global Awards honoured KORE Wireless under its 
‘Connected health or wearable tech’ segment for its role in making it 
possible for Australian drone-powered logistics company Swoop Aero 
to transport COVID-19 vaccines into isolated areas of the world. 
Critical to the success of this novel endeavour were the satellite and 
cellular redundancy and failover systems that KORE provides to 
ensure that fleets of drones were consistently operational. 
  
The judges recognised that IoT had been held back for too long due 
to cost and complexity problems. But that barrier was broken with 
KORE's solution that manages connectivity, devices, and data to bring 
hitherto undreamed of services in demanding environments where the 
need is greatest. 
  
Lantronix's Fox3 telematics gateways emerged as the winner under 
the ‘Industry and Construction’ category. The compact, all-in-one 
cellular devices enable smart tracking and reliable data logging for 
virtually any type of farm equipment and enables remote capture of 
vehicle movements, location, driver status, and other vehicle data. It 
has already been used in the development of an intelligent farming 
solution by LACOS in Germany. 
  
The judging panel recognised that Lantronix's Fox3 telematics 
gateways can be made available on a secure cloud-based 
management platform, to give users remote control and traceability of 
tractors and other critical farm equipment. 
  
This year’s winner under the ‘Research & development or new launch’ 
category was IoT.nxt’s Virtual Raptor (V-Raptor) virtual gateway. It 
provides a security layer for IoT devices that seamlessly integrates 
with the customer’s network. Launched in the first half of this year, V-
Raptor was created as an IoT aggregation layer to meet deployment 
requirements closer to IoT devices within a customer’s network. The 
proximity will help ensure a high degree of security while providing a 
way to send high-velocity data to IoT.nxt's IoT platform commander in 
the cloud. 
  
The judging panel identified that V-Raptor is trying to provide a single 
platform to aggregate different IoT types of devices, protocols, and 
technologies, which helps from a scalability point of view. 
  
The 2021 IoT Global Awards in its ‘Retail, Marketing & Hospitality’ 
classification rewarded Tata Consultancy Services for its TCS Smart 
Store offering. The suite includes a comprehensive set of features and 
functionality aimed at the retail sector, backed up with patented 
technology, and working towards covering most use cases for IoT in 
retail, including video analytics, inventory tracking, digital signage, 
customer experience management, and much more. 
  
This year’s recipient of the 2021 IoT Global Awards for the ‘Securing 
IoT’ category was Kigen for its IoT SAFE offering. The technology 
provides a standard mechanism to secure IoT data communications 
based on all SIM types. In addition, the company’s integrated SIM 
(iSIM) technology comes with the potential to revolutionise cellular IoT 
connectivity, as it moves the SIM from a separate chip into a dedicated 
silicon area that sits alongside the application processor and/or 
cellular radio on a purpose-built system-on-chip (SoC). 
  

Moscow Department of Information Technologies

Kigen for its Open IoT SAFE

PSA Certified

Regu Ayyaswamy of Tata Consultancy Services

▲
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The Kigen solution addresses some key 
2021 IoT themes, including iSIM, IoT 
SAFE, lightweight LPWA, friendly OS 
and protocols, and the use of the SIM as 
a secure element, the judges said. 
  
The 2021 IoT Global Awards was 
presented to the Moscow Department 
of Information Technologies for the 
‘Smart Cities, government and utilities’ 
category. Being the official website of 
the budgetary environmental 
protection institution of the Moscow 
city, which had been authorised to carry 
out state environmental monitoring,  
MosEcoMonitoring provides official 
information on the regional 
environmental monitoring system of 
Moscow in real-time. It includes 
monitoring of air quality, surface water 
bodies, soil quality, greenery, noise 
levels, and dangerous geo-
environmental processes such as 
landslides and karst-piping processes. 
  
The information is collected using 59 
automatic air quality monitoring 
stations, including four mobile stations 
and three high-altitude monitoring 
stations on the Ostankinskaya TV tower, 
and data is aggregated and provided to 
the mass media with reliable and up-to-
date environmental information. 
  
PSA Certified was conferred with the 
‘Startup, Business development or 
ecosystem’ award, as the judging panel 
moved on to this year’s IoT Global 
Awards under the ‘IoT Business 
Excellence’ category. 
  
The judges found that PSA Certified has 
shown impressive growth and adoption 
since its inception. As the IoT expands, 
silicon-level security measures will 
rapidly become the standard for 
enterprises and consumer-grade IoT 
hardware. Its open approach to IoT 
security, and broad ecosystem with its 
partners, sets it apart as an almost 
‘future proof’ solution for ensuring that 
the standards of IoT hardware security 
continuously evolve with the industry. 
  

PSA Certified has been working 
towards democratising IoT security. 
Spearheaded by global experts, the 
growing ecosystem of 51 partners aligns 
standards, industry bodies, and 
insurance in a collective effort to build 
trust in the IoT and protect end-users 
from cyber risk. 
  
The prestigious ‘IoT Executive of the 
year’ was presented to Regu 
Ayyaswamy of Tata Consultancy 
Services (TCS) in the IoT Business 
Excellence category of this year’s 2021 
IoT Global Awards. 
  
Ayyaswamy showcased his leadership 
skills when faced with the perfect storm 
of increased customer demand, 
limitations on customer visits, and ever-
changing technology. Combining his 
inspiration, consultative, and hands-on 
approach, mixed with innovation in IoT 
project delivery frameworks, 
Ayyaswamy’s team has delivered 704 
projects and achieved 94.84% client 
satisfaction. 
  
The judges observed that Ayyaswamy 
was the most comprehensive and 
compelling entry for Executive of the 
Year, evidenced by the detailed, prolific, 
and multi-dimensional perspective 
provided. Moreover, Ayyaswamy has 
been an influential leader and mentor in 
the IoT sector for several years, 
positively influencing staff, customers 
and other stakeholders alike. 
 
Special mentions 
This year’s IoT Global Awards also 
presented two ‘Highly Commended’ 
awards. Although not the winner in the 
‘Big Data, Cloud & Analytics’ section, 
Aparavi was commended for its work 
on a cloud-based platform that finds, 
automates, governs, and consolidates 
distributed data ensuring secure access 
for modern data demands of analytics, 
machine learning, and collaboration. 
  
The judging panel recognised that the 
Aparavi platform can index 
unstructured data with contextually-

aware indexing, intelligent data pattern 
detection, and advanced deep 
searching. Machine learning enables a 
high degree of automation of both data 
classification and governance and 
compliance. Cost savings are made by 
identifying redundant or obsolete data. 
  
The other Highly Commended award 
bestowed this year was in the 
‘Connected health or wearable tech’ 
category. It went to the Moscow 
Department of Information 
Technologies for its EMIAS.INFO app. 
The EMIAS platform links more than 
1,000 health institutions across Moscow 
into a single digital environment, 
ranging from outpatient clinics, and 
emergency medical service teams, to 
in-patient facilities. 
  
The EMIAS.INFO mobile app simplifies 
appointment booking, gives 24/7 
professional access to patient records, 
enables patients to self-manage their 
data, and share access to records via 
email/messengers. It also helps to set 
up appointments for tests and 
vaccinations, synchronises with other 
devices, and integrates with health 
trackers, Apple Health and Google Fit. 
 
Global recognition  
The recipients of the 2021 IoT Global 
Awards are set to receive a Digital 
Winners Pack for use on their site, email 
footers, and in digital marketing 
collateral that announces their win. 
They will also be promoted across four 
IoT and telecom portals, IoT Now, IoT 
Global Network, IoTNowTransport, and 
VanillaPlus.  
  
Furthermore, they are featuring in news 
releases distributed across all portals, 
with a video wrap-up clip that will 
include the winner’s logo and category. 
The winners will also have their product 
image and company details, including 
the company logo published on the 
2021 IoT Global Awards page. The 2021 
IoT Global Awards will also use its social 
media handles to bring in additional 
coverage for the winners.

Report by Anna Ribeiro, freelance IoT writer. 

The recipients of the 2021 IoT Global 
Awards are set to receive a Digital 
Winners Pack for use on their site, email 
footers, and in digital marketing 
collateral that announces their win



The IoT M2M Council (IMC)
25,000 enterprise users and product makers that deploy IoT technology – 

a platform for thought leadership, lead-generation, promotion, and research.

https://www.iotm2mcouncil.org/iot-library/event/imc-events/

Edge Compute 

Private Networks                                                                                                             

IoT Security 

IMC EVENTS COVER…

Low-Power Connectivity

AI/Machine Learning

New Business Models  

Consumer Markets

CapEx vs. OpEx

Industrial IoT



The future belongs to those
re-thinking the possibilities
Security is the foundation of trust in our digital 
society. At Kigen, we are making eSIM and 
integrated SIM (iSIM) the cornerstone of security. 

Recognised as “Best IoT Security Innovation of the Year 2020” by FDA Awards.
For more information, visit kigen.com/solutions

 


